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knowledge that they are collecting personal information online from a child under 13 years of age, to obtain 
verifiable parental consent before collecting, using, or disclosing personal information from children.3 
 

http://www.k12.dc.us/
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
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DCPS school staff may provide students with DCPS devices for overnight or at-home use at the discretion of 
ƚŚĞ�ƐĐŚŽŽů͛Ɛ�ƉƌŝŶĐŝƉĂů�or the IEP team where appropriate, and in accordance with this policy. DCPS students 
and a parent/guardian must sign the attached Student Acceptable Use Agreement prior to being assigned a 
device for overnight or at-home use. DCPS school staff must adhere to privacy requirements under the 
Protection of Student Digital Privacy Act and parents and students should be aware that these devices may 
be accessed by DCPS staff.5 
 
Technology that is classified as assistive technology may go home with the student if the IEP team, not the 
Chancellor or their designee, determines that the student requires these supports to complete educational 
tasks at home (e.g. homework, communication). This is pertinent when students use assistive technology 
provided by the schools directly. The IEP team has a home use form for technology students and families can 
use for this purpose.  
 

 
D. Conduct and Acceptable Use 

 
By using the DCPS network and DCPS technology, staff and students agree to follow all relevant DC 
Government, DC Office of the Chief Technology Officer, and DCPS regulations, policies, and guidelines. Staff 
shall report misuse or breach of protocols to teachers, appropriate supervisors, administrators, or Central 
Office employees as soon as they are aware of the misuse or breach.6

 

 
Users shall not use the DCPS network or DCPS technology, including access to the internet, intranet, 
collaboration tools, bulk communication tools, social media, or email to use, record, share, upload, post, 
mail, display, store, or otherwise transmit in any manner, any content, communication or information that, 
among other unacceptable uses: 

1. Is hateful, harassing, threatening, libelous or defamatory; 
2. Is offensive or discriminatory to persons based on race, color, religion, national origin, sex, age, 

marital status, personal appearance, sexual orientation, gender identity or expression, familial 
status, family responsibilities, matriculation, political affiliation, genetic information, disability, 
source of income, status as a victim of an intrafamily offense, place of residence or business, or 
status as a victim or family member of a victim of domestic violence, a sexual offense, or 
stalking; 

3. Constitutes or furthers any criminal offense, or gives rise to civil liability, under any applicable 
law, including, without limitation, U.S. export control laws or U.S. patent, trademark or 
copyright laws; 

4. Constitutes use for, or in support of, any obscene or pornographic purpose including, but not 
limited to, the transmitting, retrieving or viewing of any profane, obscene, or sexually explicit 
material; 

5. Constitutes use for soliciting or distributing information with the intent to incite violence, cause 
personal harm or bodily injury, or to harass, threaten or stalk another individual; 

6. Contains a virus, trojan horse, ransomware or other harmful component or malicious code; 
7. Constitutes junk mail, phishing, spam, or unauthorized broadcast email; 
8. Violates the security of any other DCPS device or network, or constitutes unauthorized access 

to any DCPS device or network or attempts to circumvent any security measures; 
9. KďƚĂŝŶƐ�ĂĐĐĞƐƐ�ƚŽ�Žƌ�ƉƌŽǀŝĚĞƐ�ĂŶ�ƵŶĂƵƚŚŽƌŝǌĞĚ�ƚŚŝƌĚ�ƉĂƌƚǇ�ǁŝƚŚ�ĂĐĐĞƐƐ�ƚŽ�ĂŶŽƚŚĞƌ�ƵƐĞƌ͛Ɛ���W^� 

 
5 Specifically, DC Code § 38-831.03(a). 
6 More information about filing reports and complaints is available Section V. 
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network account, files or data, or modifies their files, data or passwords; 

10. Impersonates any person living or dead, organization, business, or other entity with the intent to 
deceive; 

11. Degrades the performance of, causes a security risk or otherwise threatens the integrity or 
efficient operation of, the DCPS network or technology; 

12. Deprives an authorized user of access to the DCPS network or technology; 
13. Obtains DCPS technology or DC network access beyond those authorized; 
14. Engages in unauthorized or unlawful entry into a DCPS Network system; 
15. Discloses confidential or proprietary information, including student record information, without 

authorization or without proper security measures; 
16. Discloses or transmits personally identifiable student information, videos and photographs 

without authorization or without proper security measures; 
17. Shares confidential information about students or DCPS personnel in a manner that violates DC 

law, federal law, regulations, policy or guideline; 
18. Shares DCPS email addresses or distribution lists for uses that violate this policy or any other 

DCPS policy; 
19. Enables or constitutes wagering or gambling of any kind; 
20. Accesses, distributes, downloads or uses unauthorized games, programs, files, electronic media, 

and/or stand-alone applications from the internet that may cause a threat to the DCPS Network 
21. Promotes or participates in any way in unauthorized raffles or fundraisers; 
22. Promotes or participates in any way in partisan political activities; 
23. Promotes or participates in any way in internal political or election activities related to a union 

or other organization representing employees; 
24. Engages in private business, commercial or other activities for personal financial gain; 
25. �ŝƐƚƌŝďƵƚĞƐ�ƵŶĂƵƚŚŽƌŝǌĞĚ�ŝŶĨŽƌŵĂƚŝŽŶ�ƌĞŐĂƌĚŝŶŐ�ŽƚŚĞƌ�ƵƐĞƌ͛Ɛ�ƉĂƐƐǁŽƌĚƐ�Žƌ�ƐĞĐƵƌŝƚǇ systems; 
26. Falsifies, tampers with or makes 

http://www.k12.dc.us/
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E. Student Conduct and Responsible Use 
 

All students and parents must annually sign a Student Technology and Network Responsible Use Agreement 
(Student Responsible Use Agreement), found in Appendix. The Student Responsible Use Agreement outlines 
responsible use and prohibited activities for students using DCPS technology or accessing the DCPS network. 
Schools may also require students and parents to sign school-specific agreements that detail technology 
check in/check out processes, identify school staff with specific technology-related roles, and establish 
school-specific rules. 
 
Failure to follow these rules will be addressed under DCPS student discipline regulations and policies and 
may result in losing access to the DCPS network or DCPS technology for increasing periods of time, provided 
that students are able to participate in and complete classwork through alternative means and are able to 
receive all necessary special education and English Learner services. In some instances, misconduct may also 
constitute a criminal violation. 
 

F. Personal Media Electronic Devices 
 

Student use of personal electronic devices on the DCPS network is not permitted without the express 
written ĂƵƚŚŽƌŝǌĂƚŝŽŶ�ĨƌŽŵ�ƚŚĞ��ŚĂŶĐĞůůŽƌ�Žƌ�ƚŚĞ��ŚĂŶĐĞůůŽƌ͛Ɛ�ĚĞƐŝŐŶĞĞ. DCPS is not responsible for the 
maintenance and security of student personal electronic devices and assumes no responsibility for loss or 
theft. DCPS and the Office of the Chief Technology Officer (OCTO) and their staff are not required to provide 
technical support to students seeking to use personal electronic devices at school or on the DCPS network or 
to access personal media accounts on DCPS devices other than support with web-based, DCPS-approved 
applications in use on those personal devices. Except as described below in this section, DCPS reserves the 
right to enforce security measures on personal devices when used to access the DCPS network and remove 
devices found to be in violation of DCPS policy. 
 

G. Privacy of Student Personal Media Accounts and Electronic Devices 
 

1. School Specific Student Personal Electronic Device and Media Accounts Policies 
 
WƌŝŶĐŝƉĂůƐ�ŵƵƐƚ�ŶŽƚŝĨǇ�ƐƚƵĚĞŶƚƐ�ĂŶĚ�ƉĂƌĞŶƚƐ�ŝŶ�ǁƌŝƚŝŶŐ�ĂƐ�ƚŽ�Ă�ƐĐŚŽŽů͛Ɛ�ƐƚƵĚĞŶƚ�ƉĞƌƐŽŶĂů�ĞůĞĐƚƌŽŶŝĐ�ĚĞǀŝĐĞ�ĂŶĚ�
media accounts policy. 
 

2. General Privacy of Personal Media Accounts and Student Electronic Devices 
 
Unless an exception described in section IV.G.3 is met, DCPS will not take or threaten to take action against 
a student or prospective student, including discipline, expulsion, unenrollment, refusal to admit, or 
prohibiting participation in a curricular or extracurricular activity, because the student or prospective 
student refused to: 

• Disclose a username, password, or other means of account authentication used to access the 
student's personal media account or personal technological device; 

• Access the studeŶƚ͛Ɛ�ƉĞƌƐŽŶĂů�ŵĞĚŝĂ�ĂĐĐŽƵŶƚ�Žƌ�ƉĞƌƐŽŶĂů�ƚĞĐŚŶŽůŽŐŝĐĂů�ĚĞǀŝĐĞ�ŝŶ�ƚŚĞ�ƉƌĞƐĞŶĐĞ�ŽĨ�
school-based personnel in a manner that enables the school-based personnel to observe data on 
the account or device; 

• �ĚĚ�Ă�ƉĞƌƐŽŶ�ƚŽ�ƚŚĞ�ůŝƐƚ�ŽĨ�ƵƐĞƌƐ�ǁŚŽ�ŵĂǇ�ǀŝĞǁ�ƚŚĞ�ƐƚƵĚĞŶƚ͛s personal media account or access a 
student's personal technological device; or 
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components to be searched or that the student will be compelled to produce.11

 

 
DCPS may seŝǌĞ�Ă�ƐƚƵĚĞŶƚ͛Ɛ�ƉĞƌƐŽŶĂů�ƚĞĐŚŶŽůŽŐŝĐĂů�ĚĞǀŝĐĞ�ƚŽ�ƉƌĞǀĞŶƚ�ĚĂƚĂ�ĚĞůĞƚŝŽŶ�ƉĞŶĚŝŶŐ�ƚŚŝƐ�ƌĞƋƵŝƌĞĚ�
notification only if the pre-notification seizure period is no greater than 48 hours and the personal 
technological device is stored securely on DCPS property and not accessed during the pre-notification 
seizure period.12

 

 

The search or compelled production must be limited to data accessible from the account or device or 
components of the device reasonably likely to yield evidence of the suspected violation and no person may 
be permitted to copy, share, or transfer data obtained pursuant to a search or compelled production that is 
unrelated to the suspected violation that prompted the search.13

 

 
b. Imminent Threat to Life or Safety 

 
��W^�ƐƚĂĨĨ�ŵĂǇ�ƐĞĂƌĐŚ�Ă�ƐƚƵĚĞŶƚ͛Ɛ�ƉĞrsonal media account or personal technological device or compel a 
ƐƚƵĚĞŶƚ�ƚŽ�ƉƌŽĚƵĐĞ�ĚĂƚĂ�ĂĐĐĞƐƐŝďůĞ�ĨƌŽŵ�ƚŚĞ�ƐƚƵĚĞŶƚ͛Ɛ�ƉĞƌƐŽŶĂů�ŵĞĚŝĂ�ĂĐĐŽƵŶƚ�Žƌ�ƉĞƌƐŽŶĂů�ƚĞĐŚŶŽůŽŐŝĐĂů�

device if d
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