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Student and Staff Technology and Network Acceptable Use Policy

l1l.  KEY TERMS AND DEFINITIONS

Artificial Intelligence (Al) means a branch of computer science dealing with the simulation of
intelligent behavior in computers.

DCPS Network means internet, data, and network systems provided by DCPS to all DCPS
students and staff.

DCPS Staff means all DCPS employees (full or part-time), contractors, agents, representatives,
volunteers, or any other individual acting on behalf of DCPS who have access to the DCPS network and
DCPS technology.

DCPS Technology means computers, tablets, devices, and other technology provided by DCPS to
students and staff.

Expulsion means the removal of a student from the student’s school of enrollment for
disciplinary reasons for the remainder of the school year or longer, in accordance with local education
agency policy.

Personal Information means information that, when used alone or in combination with other
relevant data, can identify an individual. Personal information includes but is not limited to full name;
home or other physical address; screen name or username where it functions as online contact
information; and a photo, audio, or video file containing an individual’s image or voice.

Progressive Discipline means an employee disciplinary system that provides a graduated range
of responses to employee performance and/or conduct problems. DCPS’ progressive discipline steps
include verbal counseling, warning, reprimand, and adverse action.

Suspension means the temporary removal of a student from the student’s regular class
schedule as a disciplinary consequence, during which time the student either remains on school grounds
under the supervision of school personnel or the student is not allowed on school grounds.

IV.  REQUIREMENTS

A. General

DCPS provides and authorizes the use of the DCPS network and DCPS technology to staff and students.
By providing and authorizing use of technology resources, DCPS does not relinquish ownership or
control over technology and materials on DCPS provided systems. Except as described below, there is no
expectation of privacy related to information stored or transmitted over the DCPS network or in DCPS
systems, and DCPS reserves the right to access, review, copy, store, or delete any files stored on DCPS
technology or in DCPS network accounts and all communication using the DCPS network. Electronic
messages and files stored on DCPS computers or transmitted using DCPS systems may be treated like
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1. Students

DCPS will provide notice of this policy through the annual enrollment process, and all parents and adult
students will be asked to acknowledge receipt. Students and parents may be required to sign a Student
Technology and Network Responsible Use Agreement (Student Responsible Use Agreement), included in
the Appendices and available on the DCPS website
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and career development. Use of the DCPS network is a privilege. Staff and students who violate any part
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from children.®

When DCPS contracts with a website or online service to collect personal information for the use and
benefit of DCPS and for no other commercial purpose, the operator may obtain consent from DCPS and
is not required to obtain consent directly from parents.® DCPS will provide parents notice of consent
provided by DCPS through an electronic inventory on the DCPS website of all COPPA-compliant websites
and online services DCPS contracts with and/or requires students under age 13 to access, including a link
to each operator’s privacy policy, and a process through which parents may opt out. DCPS staff are not
permitted to require students under age 13 to access non-COPPA compliant sites and services or any
COPPA-compliant sites and services where parents have opted out of the collection of personal
information.

4. Access Control

DCPS implements security access control measures to ensure appropriate network and technology
access for all users and lock out unauthorized access and potential threats. DCPS assigns user access to
the DCPS network, DCPS email accounts, and DCPS authorized applications based on grade level and/or
school or teacher request as follows:
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Though addressed in other parts of this policy, the below uses of Al are specifically prohibited and will
be the subject of additional scrutiny:
e Bullying and Harassment: Students are prohibited from using Al in a way that could harm
themselves or others. Using Al tools to manipulate media to impersonate others is prohibited.
e Plagiarism and Cheating: Students are prohibited from submitting Al-generated work as their
original work or using Al to answer test, exam, or other assignment questions (unless directed
to do so by their teacher).

Consistent with the DCPS Safe and Positive Schools Policy, staff must implement disciplinary
responses, beginning with the least severe appropriate response within the range of permissible
disciplinary responses. This range could vary from providing an opportunity to re-submit the work, to
grade reduction.

a. Additional Considerations for Staff Use of Al
DCPS maintains a list of approved Al-enhanced tools for student learning and will provide professional
development to support the appropriate deployment of these tools. If teachers and school leaders wish

to use an Al tool outside of the list curated by the DCPS EdTech team, it must meet the criteria set by
the EdTech Team and they must submit the Al Tool Approval Form prior to purchase and use in a class
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8. Violates the security of any other DCPS device or network, or constitutes unauthorized access
to any DCPS device or network or attempts to circumvent any security measures;

9. Obtains access to or provides an unauthorized third party with access to another user’s DCPS
network account, files, or data, or modifies their files, data, or passwords;

10. Impersonates any living or dead authorized person, organization, business, or other entity with
the intent to deceive;

11. Degrades the performance of, causes a security risk, or otherwise threatens the integrity or
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* Not use the information to access the personal media account or personal technological device
of the student or prospective student;

e Not share the information with anyone; and

« Delete the information immediately or as soon as is reasonably practicable.®

Nothing in this section prevents DCPS from:

e Accessing information about a student or prospective student that is publicly available;
e Requesting a student or prospective student voluntarily share specific content accessible from a
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The search or compelled production must be limited to data accessible from the account or device or
components of the device reasonably likely to yield evidence of the suspected violation, and no person
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APPENDICES

The following documents are included as appendices:
e Student Technology Responsible Use Agreement;
e Student Technology Responsible Use Agreement Acknowledgement Form; and
e Staff Technology Responsible Use Agreement Acknowledgement Form.
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Student Technology Responsible Use Agreement

As a responsible user of technology:

A. 1 will treat my DCPS device with respect, taking care not to drop or damage it.
I will follow school rules about checking out and returning my DCPS device.
I will immediately report to a teacher or staff member if my DCPS device is damaged or not
working properly.
| will keep my device indoors in a secure location whenever | am not using it.

B. [Iwill protect my personal information.
I will not share my DCPS device, username, or password with anyone (unless | am an early
childhood learner or student who requires support to use my account).
| will save my work in my DCPS Office365 OneDrive and log out of my accounts and programs
when | finish working.
| will inform a teacher immediately if | think or know someone has used my account.

C. lwill use my device only for schoolwork.

I will only download, install, or use software, apps, browser extensions, or media files, if my
teacher gives me permission to do so.
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» Downloading, installing, or running any type of files, including music and video files, websites,
software, apps, browser extensions, or media, unless a teacher grants permission;

e Using applications or plug-ins to try to change security settings or internet content filters;

e Inserting USB drives (i.e., flash drives) into a device unless approved to do so by a teacher;

e Searching for, saving, circulating, or displaying resources that are hate-based, lewd, vulgar, etc.;

e Using the DCPS network to engage in any illegal or criminal acts;

« Accessing online games, social media, messaging apps, or group chats unless these activities are
related to schoolwork and a teacher or staff member is supervising the activity;

« Bullying, harassing, threatening, or intimidating other people;

e Using another person’s login name or password; and

e Creating or posting pictures, audio, or video recordings of others without their permission.
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